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D&O Liability For Data Breaches After Palkon v.
Holmes
Law360, New York (November 03, 2014, 10:34 AM ET) -- On Oct. 20, 2014, a federal
district court in New Jersey dismissed with prejudice a
shareholder derivative suit, Palkon v. Holmes,[1] that sought
damages from directors and officers of Wyndham Worldwide
Corp. for a series of data breaches. Palkon is the first decision in
a shareholder derivative action against directors arising out of a
data breach. The decision illustrates some of the steps that
directors can take to reduce their risk of cyber-related liability.

The Palkon Case

Wyndham, a hospitality company, suffered three data breaches
between April 2008 and January 2010 that resulted in the theft of
credit card information of over 600,000 customers. Plaintiff
Dennis Palkon alleged, derivatively on behalf of the corporation, that the entire board,
president/CEO and general counsel of Wyndham breached their fiduciary duties of care and
loyalty to the company, and wasted corporate assets, by (1) failing to implement a system
of internal controls to protect customers’ personal and financial information, and (2)
causing or allowing the company to conceal the data breaches from investors.

To satisfy a threshold requirement for a derivative action, plaintiff had sent a letter to the
Wyndham board demanding that the company investigate the breaches and sue the
company personnel responsible. The board unanimously refused the demand. Judge
Stanley R. Chesler dismissed the action with prejudice because plaintiff failed to plead,
with particularity, that the demand refusal was made in bad faith or based on an
unreasonable investigation, as required by governing Delaware law.[2]

Judge Chesler concluded that the board’s demand refusal was protected by the business
judgment rule primarily because of how the board responded to (1) plaintiff’s demand
letter, (2) another shareholder’s demand letter during the preceding year, and (3) an
earlier investigation and litigation by the Federal Trade Commission over the preceding 3
1/2 years.

The board held 14 quarterly meetings in which it discussed the cyberattacks and company
security policies and proposed security enhancements. The board appointed the audit
committee to investigate the breaches, and that committee met at least 16 times to review
cybersecurity. The company also hired a technology firm to recommend security
enhancements, which the company had begun to implement.

Even before the first security breach, the company had implemented cybersecurity
measures that had been discussed numerous times by the board.[3] Thus, by the time the
board received Palkon’s demand letter, it already was well-versed in cybersecurity, which
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prevented Palkon from pleading facts suggesting gross negligence by the board.[4] Nor
could he plead that outside counsel (who represented the board in the FTC action) and the
general counsel (who was named as a defendant) suffered from any conflict of interest
that tainted their advice to the board.[5]

Implications of Palkon for Director Liability

The Palkon decision underscores the importance of direct board involvement in
cybersecurity, both before and after any data breach occurs. The Wyndham board had
more than three years of cybersecurity investigation and remediation experience because
of the FTC investigation and litigation. Ironically, that negative history protected the board
when faced with Palkon’s litigation demand, because by then, the board could make a well-
informed business judgment to refuse the demand.

Derivative and class actions, however, are often filed soon after an allegedly harmful event
occurs, rather than years later. Boards should assume that lawsuits will follow soon after a
data breach, and that their pre-breach decisions on cybersecurity will be closely
scrutinized.

In a footnote, the court in Palkon noted that, although it did not need to reach the merits,
the claims were potentially weak because the company had installed cybersecurity
measures before the first data breach, and the board had addressed such concerns
numerous times. The board was free to consider such potential weakness when assessing
the litigation demand.[6]

Citing Stone v. Ritter, which is the Delaware Supreme Court’s leading case on the duty of
oversight, the court in Palkon noted that the board is liable if it (a) utterly failed to
implement any reporting or information system, or (b) consciously failed to monitor or
oversee its operations, thus disabling itself from being informed.[7] Thus, Palkon suggests
that a board-supervised cybersecurity program, implemented before the first data breach,
may be sufficient to defeat a claim for breach of the duty of oversight. The footnote,
however, does not address any other potential source of director liability, such as the duty
of care, and unfortunately, it does not describe any of the company’s pre-breach security
measures.

Given that Palkon addressed only demand refusal without reaching the merits, it will have
only limited precedential value in shareholder derivative actions arising from data
breaches. The case, nevertheless, provides clues as to how directors can reduce their
cybersecurity risk.

Protective Measures

To fulfill its fiduciary duties, a board must make well-informed decisions about
cybersecurity and must implement a sound reporting and control system. The same
actions taken by Wyndham’s board after the data breaches — holding regular meetings on
cybersecurity, appointing qualified personnel to manage and report on cybersecurity, and
hiring well-qualified outside counsel and technical experts — can and should be taken by
boards before any data breach occurs.

Recommended protective measures (some of which are mentioned in Palkon) include:

l Maintain written cybersecurity standards and practices. They should include
protocols for responding to a data breach, which should be rehearsed periodically.

l Appoint a chief information officer (CSO), chief information security officer (CISO),
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and/or chief privacy officer (CPO) with expertise on cybersecurity. The officer(s)
should meet regularly with the board.

l Appoint a committee responsible for privacy and security that includes the above
officers(s) plus senior management from each department, and have that committee
meet regularly and then report afterward to the board.

l Appoint one board member with expertise in cybersecurity, and have that member
sit on the privacy/security committee.

l With the aid of qualified management, stay updated on the best industry practices
and cybersecurity recommendations (such as the National Institute of Standards and
Technology's cybersecurity framework) and assess company policy against those
standards.

l Engage outside technical experts to help manage and report on the company’s
cybersecurity.

l Require all third-party vendors with access to sensitive data to sign contracts
requiring them to have adequate cybersecurity measures.

Because there is no one-size-fits-all approach to cybersecurity, the board should consult
with qualified privacy counsel and technical experts to create a cybersecurity program that
is appropriate for the company. The board also should consult with privacy counsel to
ensure that the company complies with the data privacy laws of all jurisdictions and
industries in which it operates.

In addition, the board should check that the company’s formation documents contain
whatever liability limitations are permitted by law. In Delaware, for example, corporations
may include, in the certificate of incorporation, a provision eliminating director personal
liability for monetary damages arising from a breach of the duty of care.[8] Corporations
also can indemnify directors for liability arising from breaches of the duty of care.[9]

Finally, the board should make sure that the company and board are insured against
cyber-related liabilities. Such coverage is available through cyberinsurance and directors
and officers insurance policies, at least where intentional wrongdoing has not been proven.

Given the increasing frequency and sophistication of cyberattacks, it may not be possible
to completely prevent data breaches. But by taking the above protective measures, the
board can minimize the harm from data breaches and place itself in a strong defensive
position in litigation.

—By David L. Barres, Mintz Levin Cohn Ferris Glovsky and Popeo PC

David Barres is a member in the litigation section of Mintz Levin in New York.

The opinions expressed are those of the author(s) and do not necessarily reflect the views
of the firm, its clients, or Portfolio Media Inc., or any of its or their respective affiliates.
This article is for general information purposes and is not intended to be and should not be
taken as legal advice.
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[1] No. 14-CV-01234 (SRC), 2014 U.S. Dist. LEXIS 148799 (D.N.J. Oct. 20, 2014).

[2] Id. at *7-16.

[3] Id. at *5, 13-16 & n.1.

[4] Under Delaware law, gross negligence is the standard for evaluating whether board
decisions are protected by the business judgment rule. Smith v. Van Gorkom, 488 A.2d
858, 873 (Del. 1985) (en banc).

[5] Palkon, 2014 U.S. Dist. LEXIS 148799, at *9-12.

[6] Id. at *15-16 n.1.

[7] Id. (citing Stone v. Ritter, 911 A.2d 362, 370 (Del. 2006)).

[8] 8 Del. C. § 102(b)(7),

[9] 8 Del. C. § 145(a)-(b).
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